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Overview
IMEXIO supports two methods to send ICEGATE-related emails:

1. SMTP: Traditional email server configuration using app-specific passwords.
2. Google OAuth: Secure token-based access to Gmail or Google Workspace accounts.

This guide provides step-by-step instructions to configure email sending from IMEXIQO's “Submit to
ICEGATE” module using either SMTP or Google OAuth.

Select the desired method in the Send Server Type dropdown on the Manage ICEGATE Account
screen.

Configuring SMTP

SMTP is ideal for users who prefer direct credentials-based integration. Use the below if you are
configuring Gmail account and it allows app-specific passwords.

Enable 2-Step Verification

1. Visit Google Account Settings.

2. Navigate to the Security section.
3. Under "How you sign in to Google," enable 2-Step Verification.
Generate App Password

1. Return to the Security section in your Google Account.

N

Click App Passwords.
3. Choose:
o App: Mail
o Device: Other (enter "SMTP for IMEXIO")
4. Click Generate.
5. Copy the generated app password. You will only see it once.
Enter SMTP Details in IMEXIO
1. In IMEXIO, go to Administration > Manage ICEGATE Account.
2. Add or edit an account and enable ICEGATE Email Configuration.
3. Select SMTP in the Send Server Type dropdown.

4. Fill out the form with the values below:
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Field

Example / Value

ICEGATE Registered Email Id

icegate.sender@gmail.com

Send Server Type

SMTP

Receive Server Type

IMAP/POP

SMTP User ID

icegate.sender@gmail.com

SMTP Password

App password (from above)

Send SMTP Server Host

smtp.gmail.com

Send SMTP Server Port 587 or 465
Receive SMTP Server Host imap.gmail.com
Receive SMTP Server Port 993

Email ID to Send Test Email

test.receiver@domain.com

Encryption Type

SSL

5. Click Send Test Email to verify the configuration.

6. Refer below screenshot 1.0 of the SMTP configuration screen.

ICEGATE UserID * |123456

ADD DSC Details

DSC Serial Number |123456?89

ICEGATE Email Configuration

Registered Email Id *

| Default ICEGATE Location *

| Certificate Authority

|icegate.5ender@gm:|

| INBAPG - Navi ML v |

| NSDL - Issuing At v |

Send Server Type * | SMTP v | Receive Server Type * AF v
SMTP User Id * |icegate sender@gm| SMTP Password * [ssamnasnsnae |
Send SMTP Server Host * |smip.gmailcom | Receive SMTP Server Host * |imap.gmailcom |
Send SMTP Server Port * 465 | Receive SMTP Server Port * |993 |
Email Id to Send Test Email |test.receiver@d0mai| Encryption Type * SSL v

1.0 SMTP CONFIGURATION SCREEN

Troubleshooting (SMTP)

Issue Solution

App Password not
accepted

Ensure 2FA is enabled and you're using the app password

Cannot connect to SMTP Double-check server, port, and encryption settings

Test email failed

Check Gmail security alerts or allow access via Google settings
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Configuring Google OAuth

1 Use Google OAuth for more secure, token-based integration — especially helpful for enterprise setups
with Gmail or Google Workspace.

Create OAuth Credentials

1. Goto Google Cloud Console.

2. Create or select a project.

3. Navigate to APIs & Services > Credentials.

= GoogleCloud | % MExosMTe H Search (/) for resources, docs, products, and more |Q593mn‘ + T EAO e

API APIs & Services Q Credentials + Create credentials ~ \~ Restore deleted credentials
> Enabled APIs & services Create credentials 10 access your enabled APIs. Learn more 4

i Library

o Credentials APl Keys

0Oe Name Creation date 4 Restrictions Actions
No AP keys to display

¥ OAuth consent screen
Se¢  Page usage agreements

OAuth 2.0 Client IDs

O nName Creation date Type Client ID Actions
O IMEXIO-PROD May 29, 2025 Web application 257619169125-cme2. .. IQ P 4
0O  IMExio Apr 22,2025 Web application 257619160125-7ati... [ sEd
Service Accounts Manage service accounts
0  Email Name 4 Actions

No service accounts to display

1.1 OAUTH CREDENTIAL CREATION SCREEN
4. Click Create Credentials > OAuth Client ID.
5. Choose Web Application as Application Type.
6. Enter name of the application. For e.g. IMEXIO-OAuth

7. Add IMEXIO's Authorized redirect URIs: https://imexio.ndml.in/User/OAuthCallback.aspx

8. Click Create. Copy and save the Client ID and Client Secret.

9. Navigate to OAuth consent screen > Audience > Select Testing mode (default).
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While publishing status is set to "Testing", only test users are able to
access the app. Allowed user cap prior to app verification is 100, and is
Clients counted over the entire lifetime of the app. Learn more @2

I @  Audience

= Data Access
@ ( 1 user (1 test, 0 other) / 100 user cap

Verification Center

Test users

+ Add users

= Filter Enter property name or value @

User information

SN g mail.com [}

1.2 OAUTH CONSENT SCREEN
10. Under Test Users, click Add Users.
11. Add the email ID from which emails will be sent and click Save.
12. Refer below screenshot 1.1 & 1.2 of the OAuth credential creation & consent screen
13. Enable Google APIs

a) From the left menu, navigate to APIs & Services > Enabled APIs & services. (Refer image 1.3)

X  Google Cloud

—
o= CloudHub >
Ijl  Cloud overview >
2a Solutions >
(©  Recentlyvisited [[5 >
Pinned products s

APIls & Services >
il X Enabled APIs & services
& Billing | Library

) Credentials
O 1AM &Admin L >
OAuth consent screen

W Marketplace [ |

Page usage agreements

1.3 ENABLE APIs & SERVICES
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b) Click + ENABLE APIS AND SERVICES at the top. (Refer image 1.4)

APIs & Services

Traffic

=+ Enable APIs and services

IR

4\ No data is available for the selected time frame.

Thour éhours 12 hours

Errors

+ 1day 2days 4days 7days 14days 30days

= 4

& No data is available for the selected time frame.

T T T T T T T T
UTC+5:20 Jul 21 B8:00 AM 12:00 PM 6:00PM UTC+5:20 Jul 21 6:00 AM 12:00 PM 6:00 PM

IR

Median latency

1.4 CLICK ON ENABLE APIs & SERVICES

c) Search for Gmail API or use filter. (Refer image 1.5)

APl E Sorvicon AP LiErmry

& AP Library
*

Welcome to the AP Library [ ]

Thee &P Library hos docurmentatian, inks, and o siman ssarch expevience

M
= Fimer  Type 1o finer e — ]
Wisibilry s 1 iy . [
Putic [ ln] Maps 50H o Aol Biaps 50K for iS5 Mage brvaSoripl P Plwaey AF|
Frisate Fd]

Googls Workspace

c

Soogghe Drive AP
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d) Select it and click Enable. (Refer image 1.6)

= Google Cloud ‘ & IMEXIO SMTP

&  Product details

Gmail API

Google Enterprise API

View and manage Gmail mailbox data.

Try this APl £

Overview Documentation Support Related Products

1.6 SELECT AND ENABLE API
14. Add Required Scopes under Data Access
a) Inthe Google Cloud Console, go to APIs & Services > OAuth consent screen.
b) Click on Data Access (Refer image 1.7)

c) Click Add or Remove Scopes. (Refer image 1.7)

) Google Auth Platform / Data access
E  Overview Data Access
@  Branding

@  Audience o .
Scopes express the permissions you request users to authorize for

= ) your app and allow your project to access specific types of private
user data from their Google Account. Learn more @
| = Data Access —_—

Verification Center l

Add or remove scopes

Your non-sensitive scopes

APl 1 Scope User-facing description

No rows to display

& Your sensitive scopes

Sensitive scopes are scopes that request access to private user data

1.7 DATA ACCESS & ADD OR REMOVE SCOPES
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d) Inthe Manually add scopes text box, paste the following links one by one and click Add to
table and update: (Refer image 1.8)

e https://www.googleapis.com/auth/gmail.modify (Paste and Add to table)

e https://www.googleapis.com/auth/gmail.send (Paste and Add to table)

e https://www.googleapis.com/auth/gmail.readonly (Paste and Add to table)

Account.
O BigQuery ...Jauth/bigquery View your data in Google BigQuery
API _readonly
O BigQuery .../auth/cloud- View your data across Google Cloud services and
API platform.read-only see the email address of your Google Account
O BigQuery .../auth/devstorage Manage your data and permissions in Cloud Storage
API full_control and see the email address for your Google Account
O BigQuery .../auth/devstorage View your data in Google Cloud Storage
API .read_only
O BigQuery .../auth/devstorage Manage your data in Cloud Storage and see the
API _read_write email address of your Google Account

Rows per page: 10+ 1-100f38 4 >

Manually add scopes

If the scopes you would like 10 add do not appear in the table above, you can enter them here. Each scope
should be on a new line or separated by commas. Please provide the full scope string (beginning with
“huips://”). When you are finished, click "Add 1o 1able”.

htips://www.googleapis.com/auth/gmail.modify .
-

1.8 ADD EACH SCOPE TO THE TABLE

e) Review and save the scopes are listed under Your project’s scopes. (Refer image 1.9)

@ Your restricted scopes

Restricted scopes are scopes that request access 1o highly sensitive user
data.

Gmail scopes

APl 1T Scope User-facing description
. Read, compose, and send ]
Jauth/gmail emails from your Gmail account
.modify
. View your email messages and ]
Jauth/gmail settings
readonly

l Discard changes

1.8 REVIEW & SAVE SCOPE
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Connect Google Account to IMEXIO
1. In IMEXIO, go to Administration > Manage ICEGATE Account.
2. Enable ICEGATE Email Configuration.
3. Select Google OAuth in the Send Server Type dropdown.
4. Enter the Client ID and Client Secret.
ICEGATE User ID * ICEGATEIE1200 Default ICEGATE Location * INADAG - Adala] v

ADD DSC Details
(Please enter DSC details registered at ICEGATE Portal.)

DSC Serial Number Certificate Authority Select hd

ICEGATE Email Configuration
(Please configure your ICEGATE registered email address to file BOE/SB and receive acknowledgement through IMEXIO.)

Email ID Registered on ICEGATE * saby.dias19@gmail.
Send Server Type * Google - OAuth v Receive Server Type * Google - OAuth v
Client1d * 257619169125-Tatid Client Secret *
Email Id to Send Test Email Test Email Encryption Type *

Get Token

2.1 GOOGLE OAUTH CONFIGURATION SCREEN

5. Click Get Token.

6. Sign in with your Google account. If you have signed in, choose the account.

{5 Signin with

Choose an account

to continue to ndmlin _
& Use another account

2.2 CHOOSE ACCOUNT

7. You will be navigated to Google verification screen, click on continue.
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You've been given access to an app that’s currently being tested.

GOOgle hasn’t Veriﬁed this You should only continue if you know the developer that invited
you.
app

Continue Back to safety

Help Privacy Terms

English (United States) -

2.3 VERIFICATION SCREEN

8. Grant IMEXIO the required permissions.
9. You’'ll be redirected back to IMEXIO with the token captured.

10. Refer below screenshot of Google OAuth permission screen.

( signin with Google

Select what MyOAuthApp can access

MyOAuthApp wants
access to your Google M View your email messages and settings. Learn more [
Account .

® Send email on your behalf. Learn more

[ seectan

@ Fotadiyamanojti@gmailcom
Make sure you trust MyOAuthApp

@ Learn why you're not seeing links to MyOAuthApp's
Privacy Policy or Terms of Service

Review MyOAUthApD's Privacy Policy and Terms of Service to
understand how MyOAuthApp will process and protect your data.

To make changes at any time, go to your Google Account

Learn how Google helps you share data safely.

Cancel ) | Continue

2.4 GOOGLE OAUTH PERMISSION SCREEN.

Test the Email Setup
1. Enter a test email in the Test Email field.

2. Click Send Test Email to verify.

Troubleshooting (OAuth)
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Issue Solution

Popup blocked Enable pop-ups for IMEXIO in your browser

Access denied Ensure correct account is selected and permissions are granted

Token not saved  ||Verify redirect URI and credentials

Token expired Re-authenticate manually in IMEXIO

Need Help?

For assistance, please contact the IMEXIO Support Team:

e 19 Email: imexio-helpdesk@ndml.in

« t, Phone: +91 022 49142550/44/51/52/56/63
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